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The world is undergoing a profound transformation as emerging economies across Asia, Africa,
and Latin America assert themselves as new centres of technological, economic, and geopolit-
ical power. This shift is not merely a redistribution of economic influence but a fundamental
restructuring of the digital landscape. As societies undergo rapid digitalization, their ability to
sustain independent technological ecosystems is becoming a defining factor in their long-term
internal stability, external competitiveness, and global cooperation. The ability to develop and
govern its own critical digital infrastructure, without reliance on external actors, is now central
to national sovereignty, emerging as a key pillar of modern statecraft.

The dynamics of digital trust as a geopolitical game

At the heart of this transformation is the evolution of trust in digital societies. Trust, once
embedded in traditional national or international institutions such as governments, financial
intermediaries, and legal frameworks, is increasingly being shaped by technological innovations
and the infrastructures that enable secure digital interactions. The foundation of modern
economies, governance, and even social cohesion now relies on the ability to verify identi-
ties, transactions, and information in a digital-first world [39, 43]. The rise of e-government
platforms, digital financial systems, smart cities, and AI-driven decision-making has placed
immense pressure on each nation to ensure that the digital infrastructures underpinning these
services are both reliable and sovereign [31]. In this context, the concept of technological re-
silience is taking centre stage, as countries recognize the risks of relying on foreign-controlled
verification systems, cloud services, and digital identity frameworks [7, 32,37].

Nonetheless, the integrity of digital trust mechanisms extends beyond national boundaries
and is also an important means for international cooperation, reputation, and accountabil-
ity [37]. It is set to shape the stability of global supply chains, the enforceability of interna-
tional law, and the security of cross-border transactions [28]. In an era of deeply interconnected
economies, businesses will increasingly depend on verifiable data to ensure the authenticity and
tamper-resistance of trade agreements, the traceability of goods, and the security of interna-
tional investments [2]. Similarly, global institutions and legal frameworks will have to rely on
trusted digital verification systems to uphold international contracts, enforce regulations, and
mitigate cross-border cybercrime [16]. The ability of a nation to maintain secure and sovereign
digital infrastructures not only will determine its internal resilience but also its credibility and
reliability as a global actor. Without secure, independent verification mechanisms, nations
risk being sidelined in economic, democratic, and diplomatic engagements, as trust in their
partnerships becomes increasingly uncertain. Concurrently to this, the rapid and decentralized
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digitalization of nations also signifies the emergence of new threat landscapes in geopolitical
warfare, with states and non-state actors alike developing increasingly sophisticated capabili-
ties to manipulate, disrupt, and destabilize adversaries for strategic advantage [7,25,36]. The
very infrastructures that facilitate digital sovereignty may become key battlegrounds where
cyberattacks, misinformation campaigns, and systemic fraud are deployed to undermine trust
at both national and global levels.

Therefore, digital interactions growing more integral to governance, economic stability,
and international cooperation means that the capacity to both ensure verifiable, tamper-proof
digital trust and to defend against these adversarial strategies will define not only a nation’s
internal security, but also its influence and legitimacy in the international order.

Emerging digital societies lack location proving infrastructures

In fact, the contest over digital sovereignty has already made trust infrastructure manipulation
a core tactic of cyberwarfare, as adversaries exploit verification system weaknesses to distort
public perception, disrupt governance, and destabilize economies. One of the most concerning
developments has been the weaponization of AI-powered misinformation, using falsified identi-
ties, synthetic media, and location spoofing to undermine trust in democratic institutions and
international relations [22]. The 2016 U.S. election interference, orchestrated by Russian in-
telligence via the Internet Research Agency, demonstrated how adversarial actors can fabricate
digital identities at scale, simulating online activity to manipulate public discourse [8]. Thou-
sands of fake social media accounts, posing as U.S. citizens, spread divisive content, staged
protests, and amplified false narratives, all while spoofing geolocation data to appear domes-
tic. Similarly, in Brazil’s 2018 and 2022 elections, misinformation networks flooded WhatsApp
and Telegram with AI-generated videos, fake voice recordings, and fabricated reports, eroding
trust in electoral processes [9, 13, 40]. The current nature of digital platforms makes verifi-
cation nearly impossible, allowing false geolocation data to simulate political protests, voting
irregularities, and electoral fraud. In both cases, the failure of verification mechanisms enabled
these narratives to spread uncontested, fuelling polarization and distrust.

Beyond election interference, cyberwarfare has increasingly targeted real-time location au-
thentication in modern military conflicts, where control over digital trust mechanisms can
shape both battlefield operations and global narratives. Falsified geolocation data, GPS spoof-
ing, and synthetic satellite imagery have misled military intelligence, disrupted logistics, and
distorted public perceptions of conflicts. In the Russia-Ukraine war, pro-Kremlin actors system-
atically deployed AI-generated images and geotagged social media posts to fabricate incidents
of Ukrainian aggression, shaping early international reactions [11,24]. Meanwhile, GPS spoof-
ing in contested zones has interfered with drone navigation, military coordination, and civilian
evacuations [19]. Similarly, in the Israel-Palestine conflict, falsified location-tagged videos and
doctored battlefield images have been used to manipulate public opinion, with both state and
non-state actors leveraging AI-created content to justify military actions or discredit adver-
saries [21].

Cybercriminal networks and state-backed actors have also exploited location fraud to infil-
trate global supply chains, bypass trade regulations, counterfeit products, and commit large-
scale financial fraud. The 2019 Wirecard scandal [20], one of Europe’s largest financial fraud
cases, revealed how fabricated location data was used to create fake business operations,
generate false customer transactions, and deceive regulators about the company’s financial
stability. Similarly, fraudulent supply chain practices have plagued the food [33], pharma-
ceutical [6], and fashion industries [1], where falsely certified origins allow everything from
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non-organic crops to counterfeit medicines and mislabelled luxury goods to enter global mar-
kets unchecked [29]. Hacking groups from around the world have also used location spoofing
to evade sanctions, laundering stolen digital currencies through decentralized exchanges that
lacked robust verification mechanisms [27].

These and many other cases highlight an urgent reality: the inability to reliably verify
geolocation claims is boosting cyberwarfare, financial fraud, and mass disinformation at an
unprecedented scale. Existing digital trust infrastructures, built on centralized databases and
proprietary geolocation services, have proven inadequate against evolving threats [23]. The
reliance on weak, static credentials and uncontrolled verification systems has allowed adver-
saries to manipulate location-based data with ease, distorting public perception, destabilizing
economies, and eroding governance structures [3]. To counter these vulnerabilities, crypto-
graphically verifying presence and geolocation in a tamper-resistant manner is essential to
securing digital interactions [18, 34]. By leveraging distributed validation, cryptographic at-
testation, and consensus-based verification models, decentralized location proving systems
can ensure that geolocation data is verifiable, censorship-resistant, and resilient to manipu-
lation [17]. As global power shifts, nations that integrate location proving into their digital
sovereignty strategies will be best positioned to secure both internal and global trust infras-
tructures in an increasingly adversarial digital landscape.

Decentralized Proof-of-Location for advancing digital sovereignty, trust, and security

Given these escalating challenges, I argue that decentralized Proof-of-Location infrastructures
must become a foundational pillar in the digital transformation strategies of nations, reinforcing
sovereignty, trust, and security in an era where global power dynamics are increasingly defined
by digital credibility. The ability to verify location in a cryptographically secure and tamper-
proof manner is no longer a niche technical concern but a geopolitical necessity. As shown, the
manipulation of location data has already been exploited to undermine democratic processes,
disrupt economies, and distort military intelligence. The absence of a verifiable, independent
mechanism for proving physical presence has enabled adversarial actors to falsify geospatial
claims, propagating disinformation, financial fraud, and cyberwarfare. In response, I propose
that Proof-of-Location infrastructures should be developed to serve as a critical safeguard,
empowering nations to assert digital sovereignty, fortify their role in global governance, and
stabilize the societal trust upon which both domestic security and international cooperation
depend.

The concept of Proof-of-Location has evolved in direct response to the growing demand
for secure and tamper-resistant geolocation authentication [5,17,44]. Traditional location ver-
ification systems have long relied on centralized models, such as the Global Positioning System
(GPS), cell tower triangulation, and Wi-Fi positioning, all of which are controlled by a handful
of entities and do not work in adversarial environments [12, 44]. While these systems have
enabled navigation, logistics, and digital verification across industries, they introduce critical
vulnerabilities. GPS signals, for instance, are highly susceptible to spoofing and jamming,
allowing attackers to falsify location data and manipulate supply chain networks, geotagged
content, or military logistics. Likewise, cell tower-based verification depends on telecommu-
nications providers, which operate under regulatory constraints, geopolitical influence, and
external control [41]. These structural weaknesses underscore the urgent need for a more
resilient and censorship-resistant approach. As a result, decentralized and cryptographically
verifiable Proof-of-Location infrastructures have emerged as the logical evolution, reducing de-
pendence on single points of failure while enhancing resistance to manipulation and systemic
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fraud [17,38].
At a national scale, a decentralized Proof-of-Location infrastructure would function as a

physically deployed network of independent verification devices — witnesses — that collabora-
tively attest to location claims in a secure and tamper-resistant manner [17]. Instead of relying
on a single centralized authority, such system would distribute trust across a latticework of
witnesses deployed throughout a territory. These witnesses could be stationary sensors, mobile
devices, or infrastructure-embedded units [15,42], and would interact with provers — the indi-
viduals, devices, or systems seeking to verify their location. Unlike traditional location services,
which are prone to spoofing and external control, this decentralized model ensures that no
single entity has absolute control over location verification. When a prover requests a location
proof, nearby witnesses engage in cryptographic exchanges, confirming the prover’s presence
through secure distance measurements and digital signatures [4]. Once a sufficient number
of witnesses agree on the nearby presence of the prover, they collectively sign an attestation
that is recorded on a tamper-proof ledger, making it verifiable for a myriad of use cases [17].
This infrastructure would also incorporate synchronized time-stamping to ensure that location
claims are both spatially and temporally valid [26], preventing retroactive falsification. By
structuring the witness network into overlapping geographic zones, such system would also
allow for flexible verification levels, ranging from highly precise local confirmations to broader
regional attestations.

Figure 1: A location proof is a verifiable digital certificate that cryptographically attests the
presence of a prover, at a particular location and time, by a set of witnesses.

A national Proof-of-Location infrastructure would establish a verifiable, tamper-resistant
method for proving location, eliminating reliance on external authorities while ensuring security,
scalability, and privacy. As a pillar of trust in digital societies, it would protect against adver-
sarial threats that manipulate location-based data for economic, political, or strategic gain.
By enabling independently verifiable location claims, Proof-of-Location would safeguard demo-
cratic processes from election fraud and disinformation [38,46], reinforce economic stability by
preventing financial and trade fraud, and enhance international cooperation by securing supply
chains [35] and deterring illicit activities like smuggling and cybercrime. In crisis management
and defence, Proof-of-Location would provide real-time situational awareness, ensuring the
authenticity of humanitarian aid deliveries, disaster response coordination, and military opera-
tions. Many other applications would benefit, including verifying citizen participation in public
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decision-making [38], securing subsidy programs by confirming recipients’ physical presence,
enhancing public transportation with cryptographic proofs of ridership [10, 30], strengthening
liability frameworks through immutable location records, ensuring regulatory compliance in
infrastructure deployment [45], securing delivery services with verifiable handovers [35], au-
thenticating the physical originality of digital media [22], preventing fraud in location-based
retail incentives [41], or enforcing geographic restrictions for digital content distribution [44].

Figure 2: Application scenarios for a Decentralized Proof-of-Location infrastructure.

By establishing verifiable presence as a core digital primitive [14], Proof-of-Location would
empower nations to assert greater digital sovereignty in an era where digital trust is increasingly
contested. As global power shifts towards a multipolar order, the ability to independently verify
location-based claims will be a defining pillar of economic resilience, governance legitimacy,
and international cooperation. Nations that deploy Proof-of-Location infrastructures will not
only secure their digital and territorial sovereignty but also cement their position as trusted
actors in global trade, cybersecurity, and diplomacy. More broadly, Proof-of-Location would
strengthen the integrity of both digital and physical interactions, enabling a more accountable,
resilient, and geopolitically autonomous global landscape — one where trust is anchored in
cryptographic certainty rather than unverifiable claims.
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